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Who am I?

Sebastian Neef
• CodeTalks 2018: Bugbounties
• Master thesis on Browser FP[1] ;-)
• PhD candidate @ TU Berlin
• IT-Sec Freelancer, CTF-Player, Bughunter,

etc.
• @gehaxelt
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What is on our agenda?

1 What is browser fingerprinting (used for)?
2 How can we detect and analyze fingerprinting (scripts)?
3 What fingerprinting scripts and actors are active on the internet?
4 What can be done about it?
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An example

• Have you ever wondered how this works:

• IP address changes often and geolocation isn’t always perfect
• User-Agent header change with software updates

⇒ So how is a different device detected?
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What is browser fingerprinting?

⇒ A technique to uniquely (re-)identify browsers or devices based on their properties:
• A browser’s fonts, plugins, quirks, HTTP headers, language, . . .
• A device’s RAM, CPU, GPU, battery, screen resolution, sound card, . . .

• Live-Demo:
amiunique.org
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Dual-Use-Dilemma: Security vs. Privacy

Security++
• Mitigate unauthorized access

(think: 2FA)
• Identify malicious activity

(think: CAPTCHAs)
• Bot protection
• Potential actors:

– Financial institutions
– (e)Commerce
– High-security sites
– . . .

Privacy−−
• Track users without cookies
• Identify users across sites, browsers or

incognito tabs
• Happens without consent
• Hard to block or circumvent
• Potential actors:

– Ad-Tech
– (e)Commerce
– . . .

⇒ A user does not know what purpose it serves.
They might not even know it is happening...
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How does it work?

• Browser sends request to example.com
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How does it work?

• Example.com responds with a site and
a reference to tracker.com/track.js
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How does it work?

• Browser processes the document and
requests track.js.

• Request contains HTTP headers
(passive fingerprinting)
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How does it work?

• tracker.com response with cookies and
fingerprinting code (track.js)
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How does it work?

• Browser processes the track.js file and
properties are collected
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How does it work?

• Track.js sends the fingerprint or
the FP data to tracker.com
(active fingerprinting)

Sebastian Neef @ CodeTalks 2022 Browser Fingerprinting 2022-09-15 7 / 24



How does it work?

• Tracker.com calculates a hash
→ fingerprint

• Correlates it to a user
⇒ It’s effective
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How can we detect and measure fingerprinting?

• We developed FPNET[1] and FPMON[2] to analyze websites

⇒ Scan the Alexa Top 10k and monitor access to 115
JavasScript properties mapped to 40 Fingerprinting Features
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Fingerprinting the Fingerprinters

1 FPMON wraps document, window, JS-API properties and functions before page-load.
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Fingerprinting the Fingerprinters

2 Monitor a script’s behavior on the function-level
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Fingerprinting the Fingerprinters

3 Compute script signatures and script scores

4 Classify the activity levels based on the script score
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How active are the scripts?

• Script activity distribution:
- 59% low
- 32% medium
- ˜9% high
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Who is behind these scripts?

• high activity scripts grouped by their behavior → ≥ 350 networks
– Larger networks often have a lower score → Tracking?
– Smaller networks often have a higher score → Security?
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Who are behind these scripts?
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Who are behind these scripts?

1

1Screenshots taken from [8-18]
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What can we do about it?

• Browser fingerprinting happens in the background without the user noticing or consenting
to it. (Or did you?)

• Do we need more regulation, i.e. fingerprinting-consent popups?

• Possible defenses against fingerprinting:
– Disabling JavaScript ?
– Installing privacy plugins ?
– Blocking or detecting fingerprinting scripts ?
– Randomizing properties ?
– Homogeneous properties ?
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Disabling JavaScript?

• ≥ 87% of the Alex top 10k
pages use event on-* handlers.

• Reduced functionality or
usability without JavaScript

⇒ Not suitable for most internet
users :-/
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Using Privacy Plugins?

• Some plugins help,
others not much
according to Kybranz[4]

• Most use deny-lists →
Some scripts can be
blocked, but certainly
not all.
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Blocking or detecting fingerprinting scripts ?

• Some scripts implement evasion techniques :-/

• URL changes (~9.8k URLs):
– ~90% filename changes (.e.g. /710de559 → /710de4e3)
– 12 domain changes (e.g. xqheb9yszyrd.com → vk77lnizckm6.com)
– ~800 filename and domain changes

(e.g. .com_mssgddsdstl.js → .co.uk_jywraijzsxptbytq.js)

• Behavioral changes ( ~70k URLs):
– > 86% with identical script signature
– ~92% of the 14% have identical scores → Changed behavior

⇒ It’s not easy, but implementing a behavior-based extension would be awesome.
Anyone up for this?
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Randomized properties?

• Randomize the return values (slightly)
• Might break functionality depending on the property and randomness.
• Firefox has privacy.resistFingerprinting [5] which disguises some information and

disables some features.
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Homogeneous properties?

• Make all browsers appear the same
• Only works if a lot of browsers and users do it
• Prominent example: TOR browser [6]

• Apple’s Safari does this, too [7]

Sebastian Neef @ CodeTalks 2022 FP-Defense 2022-09-15 22 / 24



So what can we do?

• More research and education on that topic!

• Choose companies, products and services wisely!
• Think of more anti-FP measures.
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Questions & Answers

Thanks for listening!

Questions?

Feel free to reach out: neef@tu-berlin.de
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References I

1 FPNET tool: https://github.com/gehaxelt/MasterThesis-FPNET

2 FPMON extension: https://fpmon.github.io/fingerprinting-monitor/

3 FPMON paper: https://dl.acm.org/doi/abs/10.1145/3463676.3485599

4 Kybranz’ thesis https://github.com/KybranzF/Master-Thesis

5 Firefox’s anti FP: https://support.mozilla.org/en-US/kb/
firefox-protection-against-fingerprinting

6 Tor-Browser anti FP: https://blog.torproject.org/
browser-fingerprinting-introduction-and-challenges-ahead/

7 Safari anti FP: https://support.apple.com/guide/safari/
prevent-cross-site-tracking-sfri40732/mac
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